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MODULE RM: Risk Management 
CHAPTER RM-A:  Introduction 

 
 
 
 
RM-A.1 Purpose 
 
RM-A.1.1 This Module provides detailed rules and guidance on risk management systems 

and controls requirements for insurance licensees. It expands on certain high 
level requirements contained in various High Level Standards Modules. In 
particular, Section AU-2.6 of Module AU (Authorisation) outlines the systems 
and controls required as part of the licensing conditions and Principle 10 of the 
Principles of Business (ref. PB-1.10) requires insurance licensees to have systems 
and controls sufficient to manage the level of risk inherent in their business.  

 
RM-A.1.2 This Module obliges insurance licensees to recognise the range of risks that they 

face and the need to manage these effectively. Their risk management systems 
should monitor and control all material risks. The adequacy of a licensee’s risk 
management is subject to the scale and complexity of its operations, however. In 
demonstrating compliance with certain Rules, smaller licensees with very simple 
operational structures and business activities may require to implement less 
extensive or sophisticated risk management systems, compared to licensees with 
a complex and/or extensive customer base or operations. 
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MODULE RM: Risk Management 
CHAPTER RM-A:  Introduction 

 
 
 
 
RM-A.2 Module History 
 
RM-A.2.1 This Module was first issued in April 2005 together with the rest of Volume 3 

(Insurance).  It is numbered as version 01.  All subsequent changes to this 
module are annotated with a sequential version number: UG-3 provides further 
details on Rulebook maintenance and version control. 

 
RM-A.2.2 A list of recent changes made to this module is detailed in the table below: 
 
 

Module 
Ref. 

Change 
Date 

Description of Changes 

RM-1.1 01/07/05 Correction to cross-reference 

RM-6.1 01/07/05 Clarified wording of factors to consider for operational risks. 

RM-2.1 01/10/05 Clarified that the 25% notification for reinsurance exposure is to be 
applied based on a premium basis 

RM-8.1 01/10/05 Corrected cross reference to in RM-8.1.6 

RM-1.1 01/01/06 Clarified BMA’s requirements for insurance firms to carry out their own 
assessment of their capital needs. 

RM-2.1 01/01/06 Corrected cross-reference. 

RM-6.1 01/07/06 Added requirements for physical security measures and third party 
insurance to be put in place by insurance firms. 

 
 
RM-A.2.3 This Module does not replace any regulations or circulars in force prior to April 

2005. 
 
RM-A.2.4 Further guidance on the implementation and transition to Volume 3 (Insurance) 

is given in Module ES (Executive Summary). 
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MODULE RM: Risk Management 
CHAPTER RM-B:  Scope of Application 

 
 
 
 
RM-B.1 Scope 
 
RM-B.1.1 Unless otherwise stated in a Rule, or exempted in writing by BMA, 

the contents of this Module apply to Bahraini insurance firms and 
brokers on a consolidated basis, and to overseas insurance firms 
and brokers with respect to their operations either booked in or 
undertaken from Bahrain. 

 
RM-B.1.2 Because of the nature of their activities, insurance brokers are not subject to 

Sections RM-4.1 (Market Risk) and RM-5.1 (Insurance Technical Risk).   
 
RM-B.1.3 BMA will only consider granting an exemption to a Rule in this Module, where 

the insurance firm concerned can demonstrate that it has equivalent systems and 
controls applied at the group or parent entity level, that achieve the same 
objective as the BMA requirement concerned.  The purpose of such an 
exemption is to allow entity-wide or group-wide systems and requirements to be 
applied, where these achieve the same outcome: exemptions are therefore only 
likely to be given with respect to overseas insurance licensees, and possibly 
Bahraini licensees that are part of an overseas group.  Because of their general 
nature, exemptions will not be considered with regards to the requirements 
contained in Chapter RM-1 (Risk Management Systems and Controls). 

 
RM-B.1.4 For the purposes of Paragraph RM-B.1.1, “consolidated basis” means including 

the branches and subsidiaries of the Bahraini insurance firm or broker, whether 
these are located inside or outside the Kingdom of Bahrain. 

 
RM-B.1.5 Unless otherwise stated in a Rule, or exempted in writing by BMA, 

the contents of this Module apply to operators of insurance 
exchanges authorised to carry out insurance business in Bahrain. 

 
RM-B.1.6 The contents of this Module do not apply to insurance consultants, insurance 

managers and to appointed representatives, because the nature of their activities 
only expose policyholders to limited financial risk. 

 
RM-B.1.7 While the business of insurance managers is not subject to this Module, clients 

of insurance managers that are insurance firms, such as captive insurers, are 
subject to the requirements of this Module.  The insurance manager, in fulfilling 
its obligations to its clients, therefore needs to manage the affairs of its clients in 
accordance with the requirements of the Rulebook, including this Module. 

 
RM-B.1.8 An insurance licensee’s failure to establish, in the opinion of the BMA, adequate 

systems and controls will result in it being in breach of Condition 6 of the 
Licensing Conditions of Section AU-2.6 of Module AU (Authorisation).  This 
failure may result in the BMA withdrawing or imposing restrictions on the 
license, or the licensee being required to inject more capital. 
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MODULE RM: Risk Management 
CHAPTER RM-1:  General Requirements 

 
 
 
 
RM-1.1 Risk Management Systems and Controls 
 
RM-1.1.1 A licensee must take reasonable care to establish and maintain 

effective systems and controls as are appropriate to its business to 
manage its risks.  These policies must be documented and 
regularly reviewed. 

 
RM-1.1.2 The licensee’s identification, assessment, management and 

reporting of risks must consider (but is not limited to) the 
management of credit, liquidity, market, technical, operational 
(including outsourcing) and group risks, as outlined in Chapters 
RM-2 to RM-8. 

 
RM-1.1.3 As noted in Paragraph CA-A.1.2, insurance firms must regularly 

carry out their own assessment of their capital needs, appropriate to 
their risk profile, and maintain a process for monitoring and 
maintaining their actual capital in line with their assessment. 

 
RM-1.1.4 For purposes of Paragraph RM-1.1.3, the BMA does not prescribe the detailed 

form of such assessment, in order to give insurance firms flexibility to develop 
their own approaches.  Where a firm’s assessment suggests that a level of capital 
that should be held is higher than the minimum required per Chapter CA-2, the 
BMA would expect firms to hold capital in line with their assessment. 

 
RM-1.1.5 The licensee must determine if any additional risk categories, other 

than those referred to in Paragraphs RM-1.1.2 and RM-1.1.3, are 
relevant to its business and therefore need to be addressed. 

 
 Risk Management 
 
RM-1.1.6 In the case of incorporated insurance firms and brokers, the Board 

of Directors must take responsibility for the establishment and 
oversight of effective risk management systems and controls. 

 
RM-1.1.7 In the case of Bahraini insurance brokers that are unincorporated 

entities or single person companies, the general manager must take 
responsibility for the establishment and oversight of effective risk 
management systems and controls. 

 
RM-1.1.8 Additional requirements relating to Boards and senior management in terms of 

risk management and controls are specified in Module HC (High Level 
Controls).  The Board may delegate various functions and tasks, but retains 
ultimate responsibility.  However, BMA will also take into account the 
responsibility of the Chief Executive Officer or general manager of a licensee, 
within the framework of delegated authorities laid down by the Board. 
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MODULE RM: Risk Management 
CHAPTER RM-1:  General Requirements 

 
 
 
 
RM-1.1 Risk Management Systems and Controls (continued) 
 
RM-1.1.9 In assessing the systems and controls framework, the BMA would expect the 

Board to be able to demonstrate that it provides suitable prudential oversight 
and establish a risk management system that includes setting and monitoring 
policies so that all major risks are identified, measured, monitored and 
controlled on an on-going basis. The risk management systems should be 
approved and periodically reviewed by the Board as outlined in Paragraph HC-
1.1.5. 

 
Risk Assessment 
 

RM-1.1.10 Depending on the scale and complexity of their operations, 
licensees must ensure that they have a separate risk assessment 
function. This function must be independent of risk-taking units 
and must report to the Board and senior management on all 
material risks to the licensee. 

 
RM-1.1.11 Where there is a risk assessment function, the licensee must 

document the process by which it identifies and monitors material 
risks, and how it reports to the Board and senior management on 
these risks. 

 
RM-1.1.12 For smaller licensees, the risk assessment function may be undertaken by a 

single risk manager, or combined with another support function, providing 
these enable adequate and independent monitoring of risks to take place.   
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MODULE RM: Risk Management 
CHAPTER RM-2:  Credit Risk 

 
 
 
 
RM-2.1 Credit Risk 
 
RM-2.1.1 Section RM-2.1 applies only to insurance firms and insurance 

brokers. 
 
RM-2.1.2 Insurance licensees must identify and manage its credit risk across 

all its operations, and document its policies and procedures for 
achieving this in a credit risk policy.  This policy must be regularly 
reviewed. 

 
RM-2.1.3 Amongst other things, a licensee’s credit risk policy must identify 

the limits it applies to both individual counterparties and categories 
of counterparty, how it monitors movements in counterparty risk 
and how it mitigates loss in the event of counterparty failure. 

 
RM-2.1.4 Credit risk is the risk that a counterparty will not meet its obligations in 

accordance with agreed terms, causing a financial loss.  In the case of an 
insurance firm, credit risk will normally occur with: 
(a) reinsurance counterparties; 
(b) assets (e.g. stock, loans);  
(c) derivatives; and 
(d) insurance debtors (premiums due from insured persons and intermediaries). 

 
RM-2.1.5 The licensee should consider these and other credit risk factors that may affect 

the licensee’s solvency: 
(a) the credit-worthiness of its reinsurers; 
(b) the financial effect of non-performance of the reinsurance; and 
(c) the financial effect of non-payment of premiums, by debtors such as 

intermediaries and policyholders.  
 

RM-2.1.6 In addition to considering the failure of counterparties, the licensee should also 
consider scenarios such as increases in late payment and doubtful debt 
provisioning, and measures to mitigate credit risks, such premium payment 
warranties (whereby policy coverage is only becomes effective on payment of 
premiums). 

 
RM-2.1.7 An insurance firm must monitor its exposure, defined as sums 

insured, to an individual reinsurer and provide details of its 
reinsurance programme to the BMA.  It must notify the BMA if its 
total aggregate exposure, on a premium basis, to one reinsurer (or 
group of related reinsurers) exceeds 25% of individual or aggregate 
risks and why it considers that this exposure does not pose a credit 
risk for which a provision should be made.  
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MODULE RM: Risk Management 
CHAPTER RM-2:  Credit Risk 

 
 
 
 
RM-2.1 Credit Risk (continued) 
 
 
RM-2.1.8 RM-2.1.7 does not constitute a prohibition on exceeding this amount as the 

BMA recognises that there may be situations and types of reinsurance 
arrangements where reinsurance in excess of this limit might be necessary.  The 
BMA should however be notified of these cases, and the licensee should include 
an explanation of the reason why it believes that the excess exposure is an 
acceptable credit risk. 

 
RM-2.1.9 In addition to the requirements noted in Paragraph RM-2.1.7, 

insurance firms must evaluate the credit worthiness of individual 
reinsurers at the time of ceding business and on an on-going basis. 

 
RM-2.1.10 The credit worthiness of reinsurers may be established by referring to ratings 

provided by international rating agencies, such as Standard & Poors or AM Best. 
 
RM-2.1.11 An insurance licensee must keep its exposure to individual assets 

or classes of assets within prudent levels, taking into account the 
relationship between counterparties, geographical and sectoral 
concentration, duration of exposures and the exposure to single 
loss events (e.g. regional economic downturns).  Chapter CA-4 
provides additional rules in establishing limitations in the valuation 
of assets. 

 
RM-2.1.12 Specific counterparty limits are contained in Paragraph CA-4.2.32. 
 
RM-2.1.13 An insurance licensee must take into account the risk of default in 

the valuation of its assets. 
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MODULE RM: Risk Management 
CHAPTER RM-3:  Liquidity Risk 

 
 
 
 
RM-3.1 Liquidity Risk 
 
RM-3.1.1 Section RM-3.1 applies only to insurance firms and insurance 

brokers. 
 
RM-3.1.2 Insurance licensees must identify and manage its liquidity risk 

across all its operations, and document its policies and procedures 
for achieving this in a liquidity risk policy.  This policy must be 
regularly reviewed. 

 
RM-3.1.3 Liquidity risk is the risk of not being able to meet liabilities when they fall due, 

even though a firm may still be solvent.  Liquidity risk can result from claims 
falling due earlier than anticipated, higher than expected policy surrender or 
changes in mortality rates. 

 
RM-3.1.4 Liquidity risk in insurance licensees relates to the management of its cash flow 

and the risk to its meeting short-term liabilities due to liquidity problems.  The 
risks of matching of assets and liabilities, currency risk etc. are considered as part 
of insurance risk and are the subject of specific limits in Section CA-6.1. 

 
RM-3.1.5 Insurance licensees must also carry out stress testing to assess the 

resilience of their financial resources to any identified areas of 
material liquidity risk.  This stress testing may take into account 
the general characteristics, and licensee’s experience, of the classes 
of business that it writes, any discounting of its claims provisions, 
and any mitigating factors that it considers relevant such as the 
ability to sell assets quickly and the options available to re-schedule 
the payments to policyholders and other counterparties. 

 
RM-3.1.6 Where the insurance licensee considers that the nature of its assets or liabilities 

and the matching of its liabilities result in no significant liquidity risk exposure, it 
will not be expected to carry out stress testing.  The BMA will expect it to 
document the reasons for its decision and be prepared to discuss these during 
an on-site visit. 

 
RM-3.1.7 When assessing liquidity risk, the insurance licensee should consider the extent 

of mismatch between assets and liabilities and the amount of assets held in 
highly liquid, marketable forms should unexpected cash flows lead to a liquidity 
problem.  The price concession of liquidating assets is a prime concern when 
assessing such liquidity risk and should be built into any assessment of capital 
adequacy. 

 
RM-3.1.8 Captive insurance firms are exempted from the specific 

requirement to undertake stress and scenario testing aimed at 
testing the resilience of their financial resources to specific areas of 
significant risk.   
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MODULE RM: Risk Management 
CHAPTER RM-4:  Market Risk 

 
 
 
 
RM-4.1 Market Risk 
 
RM-4.1.1 Section RM-4.1 applies only to insurance firms. 
 
RM-4.1.2 Insurance licensees must identify and manage its market risk 

across all its operations, and document its policies and procedures 
for achieving this in a market risk policy.  This policy must be 
regularly reviewed. 

 
RM-4.1.3 Market risk relates to the exposure of the insurance licensee, to fluctuations in 

the market value, currency or yield of an asset. 
 
RM-4.1.4 A licensee’s market risk policy must identify its appetite for market 

risk, systems for identifying, reporting and documenting market 
risk and mitigation factors in place. 

 
RM-4.1.5 Insurance firms (other than captives) must carry out stress testing 

to assess the resilience of their financial resources to any identified 
areas of material market risk under reasonably foreseeable 
circumstances.  This stress testing may take into account the rating 
and geographical spread of its assets, the duration of their maturity 
relative to the licensee’s liabilities and the fluctuation of interest 
and currency rates. 

 
RM-4.1.6 The insurance licensee should consider potential market risk events that may 

affect its solvency. These include the following: 
(a) reduced values of equities due to stock market falls, etc; 
(b) variation in interest rates and the effect on the market value of investments; 
(c) a lower level of investment income than planned;  
(d) inadequate valuation of assets; 
(e) the direct impact on the portfolio of currency devaluation, as well as the 

effect on related markets and currencies; and 
(f) the extent of any mismatch of assets and liabilities. 
 

RM-4.1.7 Chapter CA-4 contains rules and guidance relating to the valuation of assets and 
counterparty limits.  Chapter CA-6 contains rules and guidance relating to 
currency matching and localisation. 

 
RM-4.1.8 Where the insurance licensee considers that the nature of its assets and the 

matching of its liabilities result in no significant market risk exposure (e.g. its 
investments consist entirely of cash and bank deposits), it will not be expected 
to carry out stress testing.  The BMA will expect it to document the reasons for 
its decision and be prepared to discuss these during an on-site visit. 
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MODULE RM: Risk Management 
CHAPTER RM-5:  Insurance Technical Risk 

 
 
 
 
RM-5.1 Insurance Technical Risk 
 
RM-5.1.1 Section RM-5.1 applies only to insurance firms. 
 
RM-5.1.2 An insurance firm licensee must identify and manage its insurance 

technical risk across all its operations, and document its 
underwriting and claims policies for achieving this in an 
underwriting policy. 

 
RM-5.1.3 Insurance technical risk is the normal trading risk, arising out of contracts of 

insurance, that the insurance licensee is exposed to in its day to day operations, 
and includes the technical and actuarial bases of calculation for premiums and 
technical provisions in both life and general insurance. 

 
RM-5.1.4 An insurance firm must document its underwriting and claims 

policies and review these at regular intervals. 
 
RM-5.1.5 The underwriting policy must be at a level of detail appropriate to 

the nature, magnitude and source of its business and must include 
(but is not limited to) a description of the following elements: 
(a) classes and sources of business to be written (including limits 

on concentrations of class, location and counterparty); 
(b) rating and pricing strategy and methodology; 
(c) the management of, and reserving for, claims; 
(d) responsibilities and authority levels; and 
(e) reinsurance protections, including any mismatch between the 

duration of the contracts and the underlying reinsurance 
protection. 

 
RM-5.1.6 The claims policy must be at a level of detail appropriate to the 

nature, magnitude and source of its business and must include (but 
is not limited to) a description of the following elements: 
(a) reporting (e.g. evidence required, appointment of loss 

adjusters); 
(b) scrutiny; 
(c) authority levels; 
(d) valuation; 
(e) monitoring claims settlement, payments, reinsurance 

recoveries and subrogation; and 
(f) provisioning of claims, including the bases and assumptions 

followed, authority levels, record-keeping and review. 
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MODULE RM: Risk Management 
CHAPTER RM-5:  Insurance Technical Risk 

 
 
 
 
RM-5.1 Insurance Technical Risk (continued) 

 
RM-5.1.7 Where necessary to demonstrate the adequacy of its financial 

resources under reasonably foreseeable deteriorations of its 
underwriting and claims positions, the insurance firm must 
conduct stress testing under a range of foreseeable adverse 
scenarios. 
 

RM-5.1.8 In assessing the outcome of adverse scenarios on the future 
solvency position, insurance firms must consider the impact of 
future further deterioration claims reserves (or, in the case of long 
term business, the inadequacy of mathematical reserves) and future 
loss ratios being higher than past claims patterns would suggest. 

 
RM-5.1.9 Factors that licensees may consider appropriate in assessing the levels of 

underwriting risk include: 
(a) the adequacy of the licensee’s pricing structure; 
(b) the volatility of sales volumes (e.g. the risk of poor underwriting from over-

rapid expansion); 
(c) the uncertainty of claims experience (and the length of the claims “tail”); 
(d) the share of premium paid to intermediaries; 
(e) the adequacy of the coverage of the reinsurance programme; 
(f) the impact of the licensee’s inability to secure renewal of part of its 

reinsurance at acceptable terms or at all; 
(g) the risk of unintended risks claims being covered (or not excluded) by 

policy wordings; and 
(h) the risk of mis-selling, for example, the number of complaints or disputed 

claims. 
 

RM-5.1.10 Factors that insurance licensees may consider appropriate in assessing the levels 
of claims risk include: 
(a) the frequency and size of large claims; 
(b) possible outcomes relating to any disputed claims, particularly where the 

outcome is subject to legal proceedings; 
(c) the ability of the licensee to withstand catastrophic events, increases in 

unexpected exposures, latent claims or aggregation of claims; 
(d) the possible exhaustion of reinsurance arrangements, both on a per-risk and 

per-event basis; 
(e) the non-payment of outstanding claims due to the lack of coverage offered 

by the reinsurance purchased for underwritten risks (i.e. offsetting potential 
liabilities); 

(f) social changes regarding an increase in the propensity to claim and to sue; 
(g) the impact of unanticipated legal judgements on claims and claims reserves;  
(h) other social, economic and technological changes; and 
(i) the risk associated with dealing with a reinsurer, fronting 100% of the risks 

ceded. 
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MODULE RM: Risk Management 
CHAPTER RM-5:  Insurance Technical Risk 

 
 
 
 
RM-5.1 Insurance Technical Risk (continued) 

 
 
RM-5.1.11 The BMA believes that insurance firms need to consider carefully dealing with 

reinsurers fronting 100% of the risks that is ceded to them.  The concern is that 
the reinsurer ceding 100% of the risk to a retrocessionaire has little incentive to 
adhere to proper standards of underwriting, due to their receiving a fee, based 
on maximizing volume of premium, at the expense of underwriting soundness.  
Fronting arrangements can result in abrupt cancellation by the assuming 
reinsurer and sometimes refusal to pay claims because of the lack of observation 
of the understandings with regard to business quality that were agreed upon 
when the arrangement was negotiated.  Consequently, insurers may have to 
assume risks for which they believed to have covered through a proper 
reinsurance arrangement, should the reinsurer no longer honour the 
arrangement.  The BMA will scrutinise carefully the management by firms of the 
risks associated with fronting, in the course of its supervision. 

 
RM-5.1.12 Additional factors that general insurers may consider appropriate in assessing 

the levels of claims risk include: 
(a) the adequacy and uncertainty of the technical claims provisions, such as 

outstanding claims, IBNR and claims handling expense reserves; 
(b) the adequacy of other underwriting provisions, such as the provisions for 

unearned premium and unexpired risk reserves; 
(c) the appropriateness of catastrophe models and underlying assumptions 

used, such as possible maximum loss (PML) factors used; and 
(d) the effects of inflation. 

 
RM-5.1.13 Additional factors that long-term insurers may consider appropriate in assessing 

the levels of claims risk include future variations in investment returns and in 
mortality and morbidity rates. 
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MODULE RM: Risk Management 
CHAPTER RM-6:  Operational Risk 

 
 
 
 
RM-6.1 Operational Risk 
 
RM-6.1.1 Section RM-6.1 applies only to insurance firms and insurance 

brokers  
 
RM-6.1.2 An insurance licensee must identify and manage its operational risk 

across all its operations, and document its policies and procedures 
for achieving this in an operational risk policy.  

 
RM-6.1.3 Operational risk is the risk to the insurance licensee of loss resulting from 

inadequate or failed internal processes, people and systems, or from external 
events. 

 
RM-6.1.4 Insurance licensees must consider the impact of operational risks 

on its financial resources and solvency.  In so doing, insurance 
licensees must consider the factors listed under Paragraph RM-
6.1.5, and any other factors relevant to their business. 

 
RM-6.1.5 In assessing potential operational risk, events that may affect the licensee’s 

solvency include the following: 
(a) risks to the licensee’s resources and reputation from employees and agents 

(due to fraud, negligence etc); 
(b) adequacy of management information; 
(c) failure of information technology through breakdown, incompatibility of 

legacy systems and poor scalability, poor security, etc.; 
(d) failure of processes and procedures; 
(e) internal and external fraud; 
(f) outsourcing risk (for more detail, see RM-7); 
(g) resourcing levels; 
(h) business continuity and disaster recovery; and 
(i) reputational risks and the risk to the licensee’s business from an 

undermining of consumer confidence in particular market segments, e.g. 
savings products. 

 
RM-6.1.6 Human failure may arise either from the loss of one or more key individuals, 

lack of competence or failure of an individual to follow procedures or observe 
authority levels. 
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MODULE RM: Risk Management 
CHAPTER RM-6:  Operational Risk 

 
 
 
 
RM-6.1 Operational Risk (continued) 
 
RM-6.1.7 The insurance licensee must identify those processes, systems and 

premises that are critical to its survival and continuing operations 
and must develop contingency plans (“business continuity 
planning”) covering these areas.  These plans must be regularly 
updated and tested. 

 
RM-6.1.8 An insurance licensee should have the means to ensure that its statutory and 

regulatory responsibilities are effectively carried out, especially where the group 
is subject to matrix management. More specifically, clear reporting lines and 
responsibilities need to be defined to minimize the risk that statutory and 
regulatory responsibilities are overlooked. 

 
RM-6.1.9 Insurance licensees must ensure that there is adequate succession 

planning and that the risks arising from the loss of key individuals 
are thereby contained. 

 
RM-6.1.10 The licensee’s Board is responsible for ensuring the suitability and 

competence of employees for the assigned tasks, and for the 
adequacy of staffing levels.  Depending on their size and scale of 
their activities, insurance licensees should consider having in place 
a formal appraisal process and a training plan for professional 
members of staff.  For employees that are members of professional 
bodies it may also be appropriate for this to be integrated with 
requirements of those bodies for Continuing Professional 
Education (CPE). 

 
RM-6.1.11 Insurance licensees must identify, manage and control the risks 

that arise from human failure, including employees and agents.  
These include inappropriate remuneration policies, health and 
safety and employment policies. 

 
RM-6.1.12 The licensee’s business continuity planning, risk identification and 

reporting must cover reasonably foreseeable external events and 
their likely impact on the firm and its business portfolio. 

 
Physical Security Measures 

 
RM-6.1.13 Insurance licensees that deal directly with the public and maintain 

cash on their premises must put in place security measures to 
minimise the risk of theft or fraud. 



 
Bahrain Monetary Agency 
Rulebook 

Volume 3: 
Insurance 

 

RM: Risk Management                                                                                                             July 2006 
Section RM-6.1: Page 3 of 3 

 
MODULE RM: Risk Management 
CHAPTER RM-6:  Operational Risk 

 
 
 
 
RM-6.1 Operational Risk (continued) 
 
RM-6.1.14 Insurance licensees subject to Paragraph RM-6.1.13 must ensure 

that the maximum cash maintained at their premises at the end of 
each day is limited to BD10,000. 

 
RM-6.1.15 Insurance licensees subject to Paragraph RM-6.1.13 are required to 

install an alarm system for those premises that maintain cash.  
 
RM-6.1.16 Where appropriate, insurance licensees may consider the need to maintain a 

trained security guard at their premises. 
 
 Third Party Insurance 
 
RM-6.1.17 Insurance licensees are required to have in place insurance 

coverage from an unrelated third party to cover potential losses 
arising from liability, theft, fire and other potential operational risk. 

 
RM-6.1.18 Insurance licensees are required to comply with Paragraph RM-6.1.13 to 6.1.17, 

by December 31, 2006 (Refer to ES-2.6A.1). 
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RM-7.1 Introduction 
 
RM-7.1.1 Section RM-7.1 applies only to insurance firms and insurance 

brokers.   
 
RM-7.1.2 An insurance licensee must identify all material outsourcing 

contracts and ensure that the risks associated with such contracts 
are adequately controlled.  In particular, insurance licensees must 
comply with the specific requirements set out in this Chapter. 

 
RM-7.1.3 Outsourcing means an arrangement whereby a third party performs on behalf of 

a licensee an activity that was previously undertaken by the licensee itself (or in 
the case of a new activity, one which ordinarily would have been performed 
internally by the licensee).  Examples of services that are typically outsourced 
include data processing, customer call centres and back-office related activities. 

 
RM-7.1.4 It is recognised that benefits can potentially be achieved through outsourcing an 

activity to a third party provider.  They include reduced costs, enhanced service 
quality and a reduction in management time spent on non-core activities.  
However, outsourcing an activity also poses potential risks.  These include the 
suitability or otherwise of the service provider, business continuity, reduced 
control over the activity and access to relevant information, and increased legal 
and client confidentiality risks. 

 
RM-7.1.5 For purposes of Paragraph RM-7.1.2, a contract is “material” where, if it failed 

in any way, it would pose significant risks to the on-going operations of a 
licensee, its reputation and/or the quality of service provided to its customers.  
For instance, the outsourcing of all or a substantial part of functions such as 
customer sales and relationship management, settlements and processing, IT 
and data processing and financial control, would normally be considered 
“material”.  Management should carefully consider whether a proposed 
outsourcing arrangement falls under this Module’s definition of ‘material’.  If in 
doubt, management should consult with the BMA. 

 
RM-7.1.6 An outsourcing agreement between a BMA licensed insurance manager and 

captive insurer is not considered material for the purposes of RM-7, because the 
provider is another regulated entity.  Nonetheless, Boards of these insurance 
managers should consider the rules and guidance in this chapter to be relevant 
to them as guidance and should consider applying these as good practice. 

 
RM-7.1.7 Insurance licensees must retain ultimate responsibility for 

functions or activities that are outsourced.  In particular, licensees 
must ensure that they continue to meet all their regulatory 
obligations with respect to outsourced activities. 
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RM-7.2 Supervisory Approach 
 
RM-7.2.1 A licensee must formally notify the BMA and seek its prior approval 

before committing to a new material outsourcing arrangement. 
 
RM-7.2.2 The above notification must: 

(a) be made in writing to the licensee’s normal supervisory 
contact;  

(b) contain sufficient detail to demonstrate that relevant issues 
raised in Section 3 onwards of this Module have been 
addressed; and  

(c) be made at least 6 weeks before the licensee intends to 
commit to the arrangement. 

 
RM-7.2.3 The BMA will review the information provided and provide a definitive 

response within 6 weeks of receiving the notification.  Where further 
information is requested from the licensee, however, the time taken to provide 
this further information will not be taken into account.  The BMA may also 
contact home or host supervisors to seek their comments – in such cases, the 6-
week turnaround is also subject to the speed of their response. 

 
RM-7.2.4 Once an activity has been outsourced, a licensee must continue to 

monitor the associated risks and the effectiveness of its mitigating 
controls. 

 
RM-7.2.5 A licensee must immediately inform its normal supervisory contact 

at the BMA of any material problems encountered with the 
outsourcing provider. 

 
RM-7.2.6 In exceptional cases, the BMA may direct a licensee to make 

alternative arrangements for the outsourced activity. 
 
RM-7.2.7 The BMA will also require ongoing access to the outsourced 

activity, which it may occasionally want to examine itself, through 
management meetings or on-site examinations. 
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RM-7.3 Risk Assessment 
 
RM-7.3.1 Licensees must undertake a thorough risk assessment of an 

outsourcing proposal, before formally notifying the BMA and 
committing itself to an agreement. 

 
RM-7.3.2 The risk assessment should – amongst other things – include an analysis of (i) 

the business case; (ii) the suitability of the outsourcing provider; and (iii) the 
impact of the outsourcing on the licensee’s overall risk profile and its systems 
and controls framework. 

 
RM-7.3.3 In assessing the suitability of the outsourcing provider, the licensee should 

amongst other things consider its financial soundness, its competence, its 
commitment to the arrangement, its reputation, the adequacy of its human 
resources, the capacity, scalability and resilience of systems and processes and 
arrangements for the transfer or insourcing of the services either at the end of 
the contract or sooner should the need arise.  The firm’s Board is also 
responsible for ensuring that adequate arrangements and information are 
available for monitoring the performance of the outsourced services. 

 
RM-7.3.4 Before entering into an outsourcing agreement, the BMA expects licensees to 

have undertaken a thorough assessment of a proposal before formally 
submitting a notification to the BMA.  However, the BMA is also willing to 
discuss ideas informally at an early stage of development, on a ‘no-commitment’ 
basis.  It especially encourages an early approach when the proposed 
outsourcing is particularly material or innovative. 

 
RM-7.3.5 Licensees must maintain and regularly review contingency plans to 

enable them to set up alternative arrangements – with minimum 
disruption to business – should the outsourcing contract be 
suddenly terminated or the outsourcing provider fail.  This may 
involve the identification of alternative outsourcing providers or the 
provision of the service in-house.  These plans should consider how 
long the transition would take and what interim arrangements 
would apply. 

 
RM-7.3.6 A licensee must nominate a member of senior management with 

day-to-day responsibility for handling the relationship with the 
outsourcing provider and ensuring that relevant risks are 
addressed.  The BMA should be informed of the designated 
individual as part of the notification required under Section RM-7.2 
above. 
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RM-7.4 Outsourcing Agreement 
 
RM-7.4.1 The activities to be outsourced and respective contractual liabilities 

and obligations of the outsourcing provider and licensee must be 
clearly specified in an outsourcing agreement.  This agreement 
must – amongst other things – address the issues identified below 
in this Section. 

 
Control Over Outsourced Activities 

 
RM-7.4.2 The Board and management of licensees are held ultimately 

responsible by the BMA for the adequacy of systems and controls 
in outsourced activities.  Licensees must therefore ensure they have 
adequate mechanisms for monitoring the performance of, and 
managing the relationship with, the outsourcing provider. 

 
RM-7.4.3 Any material outsourcing arrangement by a licensee must be the 

subject of a legally enforceable contract.  Where the outsourcing 
provider interacts directly with a licensee’s customers, the contract 
should – where relevant – reflect the licensee’s own standards 
regarding customer care. 

 
RM-7.4.4 Once an outsourcing agreement has been entered into, licensees 

must regularly review the suitability of the outsourcing provider 
and the on-going impact of the agreement on their risk profile and 
systems and controls framework.  Mechanisms for the regular 
monitoring by licensees of performance against Service Level 
Agreement and other targets, and for implementing remedies in 
case of any shortfalls, must also form part of the agreement.  Such 
reviews should take place at least every year. 

 
RM-7.4.5 Clear reporting and escalation mechanisms must be specified in 

the agreement. 
 
RM-7.4.6 Where an outsourcing provider in turn decides to sub-contract to 

other providers, the original provider must remain contractually 
liable to the licensee for the quality and level of service agreed, and 
its obligations to the licensee must remain unchanged. 
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RM-7.4 Outsourcing Agreement (continued) 
 

Customer Data Confidentiality 
 
RM-7.4.7 Licensees must ensure that outsourcing agreements comply with 

all applicable legal requirements regarding customer 
confidentiality. 

 
RM-7.4.8 Licensees must ensure that the outsourcing provider implements 

adequate safeguards and procedures.  
 
RM-7.4.9 For purposes of Paragraph RM-7.4.8, the implementation of adequate 

safeguards and procedures would include the proper segregation of customer 
data from those belonging to other clients of the outsourcing provider.  
Outsourcing providers should give suitable undertakings that the company and 
its staff will comply with all applicable confidentiality rules.  Licensees should 
have contractual rights to take action against the service provider in the event of 
a breach of confidentiality. 

 
RM-7.4.10 Licensees must ensure that they retain title under any outsourcing 

agreements for data, information and records that form part of the 
prudential records of the firm. 

 
RM-7.4.11 Licensees must assess the impact of using an overseas-based 

outsourcing provider on their ability to maintain customer data 
confidential, for instance, because of the powers of local authorities 
to access such data. 

 
Access to Information 

 
RM-7.4.12 Outsourcing agreements must ensure that the licensee’s internal 

and external auditors have timely access to any relevant 
information they may require to fulfil their responsibilities.  Such 
access must allow them to conduct on-site examinations of the 
outsourcing provider, if required. 

 
RM-7.4.13 Licensees must also ensure that the BMA has timely access to any 

relevant information it may reasonably require to fulfil its 
responsibilities under the law.  Such access must allow the BMA to 
conduct on-site examinations of the outsourcing provider, if 
required. 
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RM-7.4 Outsourcing Agreement (Continued) 
 
RM-7.4.14 Where the outsourcing provider is based overseas, the outsourcing 

provider must confirm in the outsourcing agreement that there are 
no regulatory or legal impediments to either the licensee’s internal 
and external auditors, or the BMA, having the access described in 
Paragraphs RM-7.4.12 and 7.4.13 above.  Should such restrictions 
subsequently be imposed, the licensee must communicate this fact 
to the BMA as soon as it becomes aware of the matter. 

 
RM-7.4.15 The outsourcing provider must commit itself, in the outsourcing 

agreement, to informing the licensee of any developments that may 
have a material impact on its ability to meet its obligations.  These 
may include, for example, relevant control weaknesses identified by 
the outsourcing provider’s internal or external auditors, and 
material adverse developments in the financial performance of the 
outsourcing provider. 

 
Business Continuity 

 
RM-7.4.16 Licensees must ensure that service providers maintain, regularly 

review and test plans to ensure continuity in the provision of the 
outsourced service. 

 
RM-7.4.17 Licensees must have an adequate understanding of the outsourcing 

provider’s arrangements, to understand the implications for its own 
contingency arrangements as per Paragraph RM-7.3.5. 

 
Termination 

 
RM-7.4.18 Licensees must have a right to terminate the agreement should the 

outsourcing provider: 
(a) undergo a change of ownership (whether direct or indirect) 

that poses a potential conflict of interest; 
(b) becomes insolvent; or 
(c) goes into liquidation or administration. 

 
RM-7.4.19 Termination under any other circumstances allowed under the 

agreement must give licensees a sufficient notice period in which 
they can effect a smooth transfer of the service to another provider 
or bring it back in-house. 
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RM-7.4 Outsourcing Agreement (Continued) 
 
RM-7.4.20 In the event of termination, for whatever reason, the agreement 

must provide for the return of all customer data – where required by 
licensees - or their destruction. 
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RM-7.5 Intra-group Outsourcing 
 
RM-7.5.1 As with outsourcing to non-group companies, the Board and 

management of licensees are held ultimately responsible by the 
BMA for the adequacy of systems and controls in activities 
outsourced to group companies. 

 
RM-7.5.2 However, the degree of formality required – in terms of contractual agreements 

and control mechanisms - for outsourcing within a licensee’s group is likely to 
be less, because of common management and enhanced knowledge of other 
group companies. 

 
RM-7.5.3 A licensee must formally notify the BMA at least 6 weeks before 

committing to a material intra-group outsourcing.  The request 
must be made in writing to the licensee’s normal supervisory 
contact, and must set out a summary of the proposed outsourcing, 
its rationale, and an analysis of its associated risks and proposed 
mitigating controls. 

 
RM-7.5.4 The BMA will respond to the notification in the same manner and timescale as 

set out in Section RM-7.2 above. 
 
RM-7.5.5 The BMA expects, as a minimum, an agreed statement of the standard of 

service to be provided by the group provider, including a clear statement of 
responsibilities allocated between the group provider and licensee. 

 
RM-7.5.6 The BMA also expects a licensee’s management to have addressed the issues of 

customer confidentiality, access to information and business continuity covered 
in Section RM-7.4 above. 
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RM-7.6 Internal Audit 
 
 
RM-7.6.1 Because of the critical importance of an effective internal audit function to a 

licensee’s control framework (as outlined in Section HC-3.2), all proposals to 
outsource internal audit operations are to be considered “material outsourcing 
agreements” for the purposes of Paragraph RM-7.2.1. 

 
RM-7.6.2 Unless otherwise exempted in writing by BMA, licensees may not 

outsource their internal audit function to the same firm that acts as 
their external auditors. 

 
RM-7.6.3 The only circumstances in which BMA may allow short-term outsourcing of 

internal audit operations to a licensee’s external auditor, would be to meet 
unexpected urgent or short-term needs (for instance, on account of staff 
resignation or illness).  Any such arrangement will normally be limited to a 
maximum of one year. 

 
RM-7.6.4 Licensees who have existing outsourcing arrangements in place with their 

external auditors relating to the provision of internal audit services are required 
to find suitable alternatives when the existing arrangements terminate or come 
up for renewal. 

 
RM-7.6.5 In all circumstances, Board and management of licensees must retain 

responsibility for ensuring that an adequate internal audit programme is 
implemented, and will be held accountable in this respect by the BMA. 

 



 
Bahrain Monetary Agency 
Rulebook 

Volume 3: 
Insurance 

 

RM: Risk Management                                                                                                      October 2005 
Section RM-8.1: Page 1 of 2 

 
MODULE RM: Risk Management 
CHAPTER RM-8:  Group Risk 

 
 
 
 
RM-8.1 Group Risk 
 
RM-8.1.1 Section RM-8.1 applies only to Bahraini insurance firms and 

insurance brokers. 
 
RM-8.1.2 An insurance licensee must identify, manage and control risks to its 

activities arising from the activities and financial position of other 
members of its group. 

 
RM-8.1.3 The BMA may impose additional restrictions on the insurance licensee should it 

have reason to believe that other members of the group pose undue risk to the 
insurance licensee.  These restrictions, for instance, may try to limit the risk of 
financial contagion, by restricting financial transactions between the licensee and 
group members. 

 
RM-8.1.4 For purposes of Section RM-8.1, the term group refers to a person 

or firm who is: 
(a) the parent of the licensee; 
(b) a subsidiary of the licensee (including subsidiaries of 

subsidiaries); or 
(c) a subsidiary of the licensee’s parent. 

 
RM-8.1.5 The Board is expected to request sufficient information of its group 

members to allow it to address group risks. 
 
RM-8.1.6 Where the licensee’s group or parent reports its own solvency 

position to its regulatory authority (on a group or “solo” basis), a 
copy of this calculation must be provided to the BMA within 30 
calendar days from the due date to the other regulatory authority, in 
accordance with Paragraph CA-7.1.8. 

 
RM-8.1.7 Where a licensee is part of a larger financial services group, it may rely on the 

systems and controls that the group (or its parent company) has put in place.  
The Board in these circumstances should establish what systems and controls 
are in place and should ensure that it is provided with sufficient and timely 
information on the solvency position of the group.  This should be evidenced in 
the prudential records retained in Bahrain. 
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RM-8.1 Group Risk (continued) 
 
RM-8.1.8 In assessing group systems and controls, an insurance licensee 

must give consideration to: 
(a) the likely impact of activities of the group on the compliance 

of the licensee with BMA requirements; 
(b) the effectiveness of linkages between group central functions 

and the licensee; 
(c) potential conflicts of interest and methods of minimising 

them; and 
(d) the risk of adverse events of other group entities on the 

licensee, in particular due to financial weakness, crime or 
fraudulent behaviour. 

 
RM-8.1.9 An insurance licensee should not be subject to material influence by other 

entities of the group through informal or undocumented channels.  The overall 
governance, high-level controls and reporting lines with the group should be 
clearly documented. 

 


